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The Situation
You are to assume that you are responsible for computer network and access security in Borsetshire County Council. The council has a number of locations all of which are connected by a high capacity telecommunications network. Each location has a large number of PCs which are used by council employees to access mission critical business support applications, e-mail and the Internet generally.

All machines have anti-virus software installed and have access to a number of remote file servers where data and applications are stored. All users of the county system have to gain access to the network using a unique username and password. To provide information about Internet usage, the council’s firewall software maintains a central register file. This file records the URLs of sites visited, the filenames of files downloaded and the unique network ID of the user performing these operations.

In addition, council IT staff have access to the folder on each individual PC in which files accessed using a web browser are cached. A record is also maintained of the network traffic along each segment of the county network.

The Allegation

It is alleged that a senior council employee, Don Trousers, has been using council facilities to access material on the Internet that is inappropriate to their rôle. If proven to be true, this could result not only in the employee being dismissed from the council for breach of their conditions of employment but would also lead to unwelcome press attention as the employee in question is involved in work at a senior level with young and vulnerable people.

The Task

Working in pairs and using resources that are available to you ( by following the link from  http://davethomaswebspace.org/CyberCrime/forensic.html ), you are to determine whether this allegation is true or false and whether it would be worth pursuing further action in an English court of law.

The resources include the central register file, the contents of the PC browser cache folder, logs of which user was using which machine at which time and other records and files.

Subsequently you are to document the evidence and your reasoning as to whether the allegation is true or false.

You have an hour or so to carry out this task and may be asked to describe and justify your reasoning for your conclusion at the end of this time. You should be in a position to answer questions such as:
· How do you know it was Don looking at the images?

· How do you explain the different times recorded for accessing the relevant files?

· How do you know what images were viewed?

· What additional information might it be useful to have in preparing your case?
· How might you explain these things to your gran?

Should you not be clear about whether a specific resource is available to you or about any of the other issues at hand, please do not hesitate to ask the tutor! 

Good luck.
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